Having perused Decree Law No. 33 of 2006 (Qatar Central Bank), and Law No.28 of 2002
on Anti-Money Laundering, together with Law No. 21 of 2003 on amendments to SOme
provisions of Law 28 of 2002 (Anti-Money Laundering Law) and Law No. 3 of 2004
(Combating Terrorism), QCB has decided that all licensed banks in the State of Qatar
shail comply with the AML/CFT regulations given hereunder.

These regulations are issued under the provisions of Article 65 read with Article 5(12) of
Law 33 of 2006. Any contravention thereof or non-compliance with these regulations
shall attract penalties as applicable under Law 33 of 2006

1. Definitions:

Finandial Institutions Constitutes any bank or a financial services
institutions (investment & finance companies
and exchange houses) as given under Law 33 of
2006.

Maoney Laundering (ML); The process of depositing or dealing with funds
obtained from transactions originating from
illegitimate or suspicious sources.

Terrorist Financing (TF): The process of using any funds or other assets
in  financing terrorist  acts or  terrorist
organizations

Occasional Custormer: An irmegular or a customer who deals with the
financial  institution without having a
continuing relationship with the Fi.

Beneficial Owner: Natural person(s) who ultimately owns or
controls a customer andfor the person on

whose behalf a transaction is being conducted.



Shell Bank:

Batch Transfer:

Politically Exposed Persons
(PEPs):

Mon-resident customer:

Wire transfer:
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It also includes those persons who exercise
ultimate and effective contral over a legal
person or arrangement.

A bank that has no physical presence in the
country in which it s incorporated and
licensed, and which is unaffiliated with a
regulated financial services group that is
subject to effective consolidated supervision.
Physical presence means meaningful mind and
management. The existence of a local agemt or
low level staff does not constitute physical
presence.

Transfer comprised of a number of individual
wire transfers that are being sent to the same
Fl, but may or may not be ultimately intended
for different persons.

Individuals who are or have been entrusted
with prominent public functions in a foreign
country, for example Heads of State or of
povernment, senlor  politiclans,  senior
government, judicial or military officials,
political parties’ officials and their family
members’ up to third degres.

Natural or legal person residing outside the
State of Qatar andfor present in Qatar on
temporary basis (for tourism/or for visit)

It means any transaction carried out on behalf
of an originator (both natural persons and legal
entities) through the Fl by slectronic means



Reduced
due diligence:

Tipping-off

2. Scope of Application:
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with a view to making an amount of maoney
available to a beneficiary person at another FI.
The originator and the beneficiary may be the
same person.

It means reducing some Customer Due
Diligence ([CDD) measures when verifying
customer's identity.

In relation ta a business or customer of Fl is the
unauthorized act of disclosing information that
may resull in the customer knowing or
suspecting that the customer is subject of
Suspicious  Transactions Report or an
investigation relating to ML/FT, which may
|eopardize prevention or detection of offences,
apprehension or prosecution of offenders,

recavery of proceeds of crime or prevention of
ML/FT.

These regulations are applicable to all financial institutions, viz., Banks, Investment and
Finance Companies and Exchange Houses, licensed and supervised by Qatar Central
Bank, Fls must adopt and apply the specific areas of this regulation as appropriately

applicable to them.

2.1. General AML/CFT Responsibilities:

1. Fis should develop and establish appropriate programme against ML/TF

Z. The extent of the programme should be commensurate to the size and nature of

business and the potential AML/CFT risks it might face

3. At a minimum, Fis should:

I. Have internal policies, procedures, systems and controls to prevent ML/TF
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il. Have high screening standards and procedures while appointing officers and staff
to manage AML/CFT
ili. Have an on-going training programme
iv. Have an independent audit function to test compliance of AML/CFT policies,
procedures, systems and controls in the Fls.
4. Policies , procedures, systems and controls should cover the following:
i. CDD Measures
i, On-going monitoring
ili. Detection of unusual and suspicious transactions
iv. Reporting requirements
v. Communication of AML/CFT requirements internally to its officers and employees,

5. Any other issues that may be related to AML/CFT and not limited to the extent stated
under (1) ta (4) above.

2.2. Fis AML/CFT policies, procedures, systems and controls should be risk sensitive and
risk based, having regard to the size, complexity and nature of business, together with
the risk of ML/FT appropriate to the Fis.

2.3. The regulation on AML/CFT should be adopted by Fls, their branches and financial
subsidiaries. In case of any difference in application of AML/CFT requirements between
the home country regulator and the host, the stringent requirements should be applied,
to the extent authorized by the laws and regulations of the host country. However, if
the requirements of the host jurisdiction prevent application of the provisions of this
regulation to branches/subsidiaries of Fis, the concerned FI should inform QCB about

the same.
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3. Board Responsibility
3.1, The Fls must ensure the following:

1. The Board of Directors of the Fis shall have the overall responsibility for
establishing and managing effective AML/CFT system.

4. For Fis having branches and subsidiaries outside the State of Qatar, a graup
policy should be established in order that its overseas branches and subsidiaries
adopt the anti-money laundering strategies, internal controls, procedures and
process as per the minimum requirement specified under this regulations or host
country regulations. In case the host country regulations are more rigorous, the
higher standards must be applied.

3. The Board shall be responsible for appointment of Compliance Officer, with
adequate experience in AML/CFT issues. The Compliance Officer must have
sufficient seniority, adequate resources, timely access to all information relating
to COD and AML/CFT issues of the FI.

4. Robust MIS is available so that regular, timely and appropriate informatioen is
made available to the Board and / or Senior Management relating to AML/CFT
risks or issues of the Fi.

3. The Compliance Officer shall be the focal point on issues relating to AML/CFT.
Compliance Officer shall lisison with the internal and external authorities and
also handles reports on suspicious transactions.

6. Ensure that whenever suspicion on AML/CFT arise in the overseas hranches,
there must be a reporting system in place to report the same as per the
requirements of the host country, such reporting should alse be made available
to QCB and FIU as the case may be, for their information,

/. Decide the extent of MIS and reports required by them in order that the Board
of Senior Management discharges their AML/CFT responsibilities.

B. In case of Fls outsourcing any of its functions or activities, the Senlor
Management should ensure that appropriate assessment is made of any possible
AML/CFT risk associated with such functions. The Fls remain responsible for
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ensuring AML/CFT compliance. The FI should ensure through service agreements
that the requirements of AML/CFT are complied.

9. Ensure that the Fis has policies and procedures in place to impart effective
training to its employees manning AML/CFT issues. The training should ensure
that the stalf understands their legal and regulatory responsibilities, the role in
identifying, handling, and managing AML/CFT risks.

10. Ensure 10 have appropriate internal processes and systems for the purpose of
making Suspicious Transactions Reports {STRs).

11. Ensure that appropriate policies and measures are in place in order to assess
AML/CFT issues in their day-to-day operations.

12. Consider the Annual report of the Compliance Officer and take appropriate

necessary action or remedial measures to rectify deficiencies.

4. The Role of Compliance Officer for AML/CFT issues

The overall responsibility of AML/CFT prevention lies with the Board of Directors and
senior Management. The Compliance Officer for AML/CFT issues shall be responsible for
overseeing the AML/CFT risks and following up on the AML/CFT processes, procedures
and strategy. The Compliance Officer’s appointment shall be in accordance with the QCB
Instructions. However, Fls need to ensure that the CO is employed at the Management
Level, is sufficiently senior in order to enable him to act independently and report
directly to the Audit Committee. The Compliance Officer shall have the following
responsibilities within the AML/CFT framework:

1. The Compliance Officer [CO) should ensure to comply with the requirements of
AML/CFT under the various Law issued by the State, regulations on AML/CFT issued
by QCB

2. The CO will determine the appropriateness of information received relating to
transactions that may be deemed to be suspicious, or give rise to any knowledge or
suspicion that a customer may be engaged in AML/CET.
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supporting and coordinating with Seniar Management's focus an ML/FT risk in all

business areas.

. The CO and the appropriate staff designated to assist the CO should have timely

access to customer identification data and other CDD infermation, transaction
records and all related relevant information an AML/CFT.

. Recelve information and reports about unusual and suspicious transactions. The CO

will take appropriate steps to validate these reports or information in order to
judge if the same needs to be reported to FIU, While making such a judgment, the
L0 may also verify and consider all other relevant information, review transactions
pattern etc. The CO will undertake to report suspicious transactions to FIU. The
branches / subsidiaries of Fis should furnish 5TRs to the CO.

The CO will be responsible for maintenance of all documents, records and reports
received on matters relating to AML/CFT,

The €O will be responsible for coordinating with the Senior Management to
manage AML/CFT risk and carry out regular assessments on the adequacy of its
systems and controls available to manage these risks.

The CO shall prepare periodic reports on all unusual and suspicious transactions.
These reports should be made avallable to the Audit Committee of the Board in
case of local bank or to the General Administration in case of branches of foreign
banks or appropriate Committee in case of other Fis, Main findings of such reports
and information available with the CO should be made available to competent
authorities and auditors as and when necessary. Such periodic reports shall be
maintained as per the requirements under “Documents and Record Maintenance”.
The CO should ensure that the Fls, their branches / subsidiaries provide timely,
unrestricted access to Senior Management, the CO, regulatory autharities and FIU
to documents and information relating to MLU/FT issues, except otherwise to the
extent prevented under the rules of other jurisdictions.

Recaiving and acting on government, regulatory and international findings on AML
and CFT.
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11. The CO on an annual basis must submit a report to the Audit Committee. The
annual report must consist of details relating to the operation, effectiveness of
AML/CFT systems in the bank, the number and types of internal suspicious
transaction reports, the number of such STRs submitted to FIU, reasons for not
referring some of the STRs to FIU, suggestions and recommendations for improving
AML/CFT systems, with areas where deficiencies have been noticed,
recommendations of the Audit Committee of Board or similar Committees and
Internal or external auditors on the adequacy of systems and controls.

12, The CO must discharge his functions honestly, reasonably, Independently while

investigating and assessing internal suspicious transaction reports and deciding

whether to make, and making STRs to FIU.

5. Risk Based Monitoring

5.1. FIs shall lay down systems and procedures for management of AML/CFT risk on a
risk based basis, which shall include classification of customers and business
relationship. These risk classification may made under 3 categories, high risk, medium
risk and low risk. These risk categories should be revised atleast on an annual basis ar on

cccurrence of any development that may require revising the risk category of customers

or business relationships,

5.2. When profiling the risks, Fis should take into account the risks such as customer
risk, product risk, transactions risk. and country risk. Fis must identify any other risks
relevant to business relationships. By combining all the above, Fls should be in a
position to arrive at a risk profile of the business relationship. Fis should be able to
demonstrate to QCB and other competent authorities that it has system and
methodology to assess the above risks, and the day-to-day operations follows this
methodology on a consistent basis, |.e. its practice matches methodology.
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5.3, The risk assessment process must Include recognizing the risks posed by natural
persons, legal entities, or products etc. Similarly, it must also include profiling of risk
posed by beneficial owner, officers, shareholders, trustees, settlers, managers and other

relevant persons and entitics. Such profiling should assess the potential lack of

transparency or ability to conceal by the entity.

6. Customer Due Diligence (CDD)

6.1. Customer Acceptance Policy (CAP)

The Fis should develop clear customer acceptance policies taking into consideration all
factors related to the customers, their activities and accounts and any other indicators
associated with customer risk. The policy should include detailed description of
tustomer according to their respective degree of risk, the basis on which business

relationships with the customers will be scored taking into account their sources of

income and wealth.

6.1. General Rules of applying COD
£.2.1. Fl must apply CDD measures:

(i} when establishing a business relationship,

{ii) when carrying out occasional transactions in single operation or several linked
operations, beyond the threshold fixed in the regulations,

(iii} when there is a suspicion of AML/CFT without regard to any limits or when
there are doubts about the genuineness or adequacy of the previously obtained
customer identification data.

6.2.2. The following should be complied with by the Fls:

1, Should not establish anonymous accounts or deal with anonymous customers or

establish accounts in fictitious names.

2. ldentify the customer and verify customer's identity based on documents, data and

other information.
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¥l should also identify wherever applicable, beneficial owner. FI must establish,
verify and validate the identity of the customer or any other person who may be
acting or proposing to be acting on behalf of another natural person or legal entity.
- Should apply CDD measures in terms of customers or beneficial owners in the
following cases:
2 Establishing on-going business relationship with new customers and the
nature of their business they may conduct
b. Carrying out occasional transaction in a single operation or several linked
operations for an amount exceeding QR 75,000 or eguivalent in foreign
currencies.
€. In case the FI has any doubt about the genuineness of the accuracy or
adequacy of any customer identification data obtained earller, or
d. In case the Fl has suspicion on any transactions relating it to AML/CFT
- In order that the CDD is complied with, the FI should obtain information on the
nature of business that the customer Is expected to undertake, the pattern of
transactions, including the purpose and reason for opening the account, business
relationships, nature and level of activity, signatories to the account etc.
- The Fl is not authorized to initiate any business refationship or execute any
transaction before obtaining satisfactory evidence of identity and other COD
measures stipulated in this reguiation.
The bank or other entities of the FI (where ever applicable) may Open an account or
establish business relationship by delaying the CDD process, provided there are
adequate safeguards 1o ensure that AML/CFT risks are mitigated and controlled.
+ In any event where the FI initiates business relationship without being able to
satisfy all aspects of COD measures, the said reflationship should be terminated and
the FI must consider making a report to FIU immediately in accordance with the
"Reporting Procedure”,
The Fl should periodically and within a maximum period of 5 years update the data

on the customer identification, taking into account the level of risk of the
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customer. While reviewing periodically, bank should ensure to maintain accurate
and up-to-date documentation with reference to CDD. The maximum period
mentioned above for updating customer Identification data may be reduced taking
into account the level of risk of the customer. This time frame will not be limiting
the Fl from updating if (i) the Fis documentation standards change substantially (i)
there are materlal changes in the way an account is operated or (iii) if there are
material changes in any other aspect of business relationship with the customer. In
case of any doubt regarding the accuracy of data or information or the customer,
the customer should be requested to identify the beneficial owner and provide the

bank with updated data on the latter along with supporting documents,

1. Customer Identification Measures

The Fls should maintain the following documents as minimum requirements:-

7.1. Natural Person

Customer identification data should include customer's full name, permanent address,
telephone number, profession, work address and location, nationality, 1D number for
Qataris and residents (passpert number for non-residents), date and place of birth,

name and address of sponsor, purpose of business relationship, names and nationalities

of representatives authorized to access the account.

7.2. Legal Entitles

1. Customer identification data should include legal entity's name
(company/institution), CR data, type of activity, date and place of establishment, capital,
names and nationalities of authorized signatories, telephone numbers, address, purpose
of business relationship, expected size of business, name and address of individual
institution’s owner {in case of individual institution), names and addresses of joint
partners in case of joint ventures, names and address of sharcholders whose shares
exceed 10% of the capital of joint stock companies.
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2. Holding Companies - In case of legal entities having multi-layered ownership and
cantrol structure, Fls must obtain the ownership and control structure at each level and

document the same, apart from the verification requirements applicable to legal

entities,

3. Unincorporated partnership — When a legal entity is an unincorporated partnership
or association, the identity of all partners / directors must be obtained and verified.

4. Partnership — In case the entity is a partnership with formal partnership agreement,
Fls must obtain the mandate from the partnership an -

(i} authorizing establishing relationship with the Fi

(i} empowering persons on behalf of the partnership

(i) authority to operate accounts.

5. Trusts, Clubs & Soclety - All required identification details must be obtained by the
Fl.

B. Products
Fls must assess and document the risks in ML/FT and other lllicit activities posed by
different products promoted by them. Fls must accordingly have customer due diligence

relative to the intensity of particular type of product proportionate to the potential level
of risk of the product.

Fis should have policies, procedures, systems and controls to address spedific risks of
ML/FT for all products it offers.
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7.3. COD for the existing customers

Fis, if at any time becomes aware of the fact that it lacks sufficient information or
documentation relating to CDD requirements, or has a concern about the accuracy of
the available information or documentation, they may obtain appropriate

documentation and verify the customer's identity immediately.

Verifi
8.1. Natural Person
Verify all data mentioned under item 7.1, above through obtaining and keeping a copy
of the official documents signed and dated by the competent officer certifying them as
true copy. Verify the permanent address through receiving, for instance the latest
alectricity or telephone invoice, For self-employed people, the bank should obtain 2
copy of their professional license, and obtain supporting documents for legal

representatives of persons not competent, such as minars.

8.2. Legal Entity

Verify all data mentioned under item 7.2, above through obtaining and keeping a
certified copy of their respective CR, memorandum of association, articles of
assaciation, 1D of the owners and joint partners, shareholders wha own mare than 10%
of the shareholding company capital, in addition to supporting documents of
representatives authorized to access the account, such as official or banking power of

attorney and their personal I1Ds.

8.3. Correspondent financial Institutions
8.3.1. Prlor to establishing any business relationship with correspondent banks /
financial institutions, Fis must establish and verify the identity of correspondent banks /
financial institutions. Identification measures waould include due diligence on:

(a}l ownership and management structure

(b) major business activities and customer base
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locations of the correspondent banks [/ financial institutions and its branches

the intended purpose of establishing correspondent banking / relationships
with the Fis,

Verify that the correspondent bank / Fi are subject to effective supervision by
supervisory authority.

Whether the Fi has been subject or is subject to any imvestigation in refation to
ML/FT transactions or any supervisory penalties in this regard.

The Fl should apply the following procedures before initiating any business
relation with any correspondent financial institution:

A- Obtain the approval of the senior management before establishing
the relationship.

B- Assess the correspondent bank's / Fis AML/CFT control and assess if
they are adequate and effective.

C- Determine the respective AML / CFT responsibilities of the bank / Fi
and the correspondent bank / financial institution (s). Document the
respective AML/CFT responsibilities of each institution,

D- Fis should have systems in place to guard against establishing any
business relationship with business partners who may permit their
accounts to be used by Shell Banks.

In case the respondent Fl is a subsidiary of another entity, the following
additional procedures have to be applied and established by the Fis:

(i} entity’s domicile and location

(il) reputation of the entity

(iif} whether regulated and supervised at least for AML/CFT by regulatory
or governmental authority or any body or agency equivalent to
regulatory authority

(iv) whether the jurisdiction where it operates has effective AMLJ/CET

regime
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(v} the ownership, control and management structure

B.4. Shell Banks

A shell Bank must not be established or operated from the State of Catar. Fls should not
enter into, establish or continue any operations with Shall Banks. Further, Fls should
also mot have any correspondent banking relationship or respondent refationship with
Shell Banks. Fis should satisfy that the respondent banks or any financial institution
with which they have relationship in any foreign country do not permit their accounts to
be used by Shell Banks.

8.5. Payable-through Accounts
8.5.1 Whenever a correspondent relationship involves maintenance of “payable-
through accounts”, the Fis should ensure that:
{1} the respondent FI has performed all normal CDD obligations on those of
its customers who have direct access to the accounts of the correspondent
Fl,
{ii) conducts on-going manttoring in relation to the customer
(i} the respondent Fl will be able to provide relevant customer identification

information upon request to the correspandent Fl.

This specifically applies due to the fact that under the correspondent relationship, a
customer of the respondent who is not a customer of the correspondent may have

direct access to an account of the customer.

8.5.2. When a correspondent Fl asks for documents, data or information mentioned
under B.5.1 above and the respondent fails to comply with the request, the
correspondent FI must terminate the customer's access to the accounts of the

correspondent Fl {s).
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8.6. Power of Attorney

In case the power of attorney authorizes the holder of the power of attorney to exercise
control over the assets of the guarantor, the following should be ensured by the Fis:

(i} Before becoming Involved in or getting associated with any transaction Invalving
the power of attorney, the Fl must conduct CDD measures for the holder of the power
of attorney and the grantor of the power of attorney

{ii) The FI should consider the holder and grantor of the power of attorney to be

their customers.

B.7. Non Profit Organizations

8.7.1. The Fl should not offer any financial services to non-profit organizations as
charity, humanitarian, cooperative and vocatlonal associations and socleties, unless the
following requirements are satisfied:

(a) Obtain all Customer Identification data such as the name of the association gr
society, legal form, address of head office and branches, types of activity, date of
establishment, names and nationalities of representatives authorized to access
the account, telephone numbers, purpose of business relationship, sources and
uses of funds, approval of competent authority for opening the account at the
bank, and any other information required by the competent authority [Ministry
of Social Affairs),

(b) Verify the presence and legal form of the society or the association through
informatian contained in its official documents.

(¢} Obtain supporting documents indicating the presence of an authorization issued
by the association or the society to the persons authorized to access the
account, and necessarily identify the representative in accordance with the

customer identification measures provided for herein.
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9. Reduced Due Diligence (RDD)

9.1 The Fis must apply reduced CDD measures on the following customers:

A- Ministries, Government authorities, and semi-government companies
in the GCC countries.

B- Financial institutions licensed within GCC countries.

L- Companies listed in the securities’ markets across the GCC and those
which apply disclosure standards equivalent to those required by the
QFMA/DSM.

9.2, In the event where the amount of transaction(s) or related transaction(s) do not
exceed (QR 75000), it may be sufficient to obtain the name and contact details of
the customer.

3.3. FI wishing to apply RDD measures must keep evidence on the customer

classificatlon, in accordance with item 7 above.

9.4. RDD must not be applied on correspondent banks/ financial Institutions specified
in item 8.3 above.

2.5. RDD measures must not be applied in the event of any suspicion raised about the

involvement of the customer or its representative in ML/TF transactions.

Fis should apply and perform EDD measures on high-risk customers. business
relationship or transactions of;
10.1 Non-resident customers
The following measures should be observed while applying the identification
procedures:

A~ Identify the purpose of the business relationship

8- Verify the validity of the entry visa initially while initiating business

relationship.
C-  Obtain a copy of the ID
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Obtain a copy of the memorandum of association in case of legal entity,
certified by the competent authorities in the country of origin or the
embassy of country of origin in the State of Qatar

Obtain a copy of the CR or registration documents certified by the
tompetent authorities in the country of erigin or the embassy of the
country of origin in the State of Qatar

10.2 Politically Exposed Persons (PEPs)

The Fls must have the following measures to establish and maintain business

relationship with PEPs:

A

E.

Fis are required to put in place appropriate risk management systems to
determine whether a potential customer, a customer or beneficial owner
is politically exposed person. This will In addition to the COD measures
listed above.

Obtain the approval of the senlor management for establishing business
relationship with a PEP.

Obtain information identifying PEPs through details submitted directly by
them or through reference to publicly available information ar through
commercial database relating ta PEPs.

While applying EDD on PEPs, Fls should take appropriate measures to
establish the source of wealth and the sources of funds of the customer
and the beneficial owners identified by PEPs.

In the event where any of the current customers becomes PEP, this
person should be classified under this category and the approval of senior
management should be obtained in terms of maintaining the business
relationship with this persan.

The bank should constantly and extensively monitor its relationship with
these customers , provided that COD measures applied on them include:-

L. The customer’s file to include the following:-

* Procedures taken to identify the wealth and source of funds
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* Nature of future relationship to be used in ongoing
manitoring.

* Evidence on the approval of the senbor management lo
maintain the business relationship.

= Supporting documents on the customer’s income, source of
funds, job position, address and verification of such
information by referring to reliable and neutral sources.

1. Ongoing monitoring by the compliance officer.

10.3. Bearer shares and share warrants to bearer

10.3.1. Where ever applicable to Fis, the bearer instruments would mean a bearer share
or a share warrant to bearer. Fls should have adequate AML/CFT CDD policies,
procedures, systems and controls for risks related to bearer instruments. Fis before
being involved or associated with a transaction involving the conversion of a bearer
tnstrument to registered form, or the surrender of coupons for a bearer instrument for
payment of dividend, bonus or capital, the FI must apply enhanced CDD measures to the

holder of the instrument and / or any beneficial owner.

10.4. Persons belonging to countries that do not apply the FATF recommendations
appropriately:

10.4.1. Risks will be greater when the customer belongs to a country that is subject to
sanctions imposed by the UN or a country that does not apply sufficient legislations in
terms of combating money laundering and terrarist financing or which is known to be
affected by criminal activities, such as drug trafficking. Under such cases, apply
enhanced CDD on customers coming from those countries and constantly and

accurately monitor their accounts.
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10.4.2. Fis must assess and document risks of MU/FT from different jurisdictions with
which their customers are associated, The intensity of CDD should be commensurate

and proportionate to the perceived or potential risk from the jurtsdiction,

10.4.3. The following jurisdictions, as examples, would require enhanced CDD measures:
(i) Jurisdiction with impaired international cooperation
(i} Jurisdiction listed as non-cooperative by FATF
(iii) Jurisdiction subject to international sanctions, and

(iv) Jurisdiction with high propensity for corruption.

10.5. Due diligence through Third Party

In case a Fl relies on third parties to perform some of the elements of the CDD process,
the Fl should immediately obtain the necessary information and documentation
concerning the aspects of COD process from the third party and take adequate steps to
satisfy themselves that the identification data and other relevant documentations
relating to CDD process are as per customer identification measures given under ltem 6

above (CDD) of this Instructions.

Fls should create a direct communication channel with the custemer after seeking the
documents, data and recommendations from the third party, However, compliance with
the requirements and ullimate responsibility for customer identification and verification
will remain with the FI relying on the third party.

10.6. Use of New Technologies

This includes electronic banking operations / operations undertaken by Fis electronically
and prepaid cards. Sufficient policies and procedures shauld be applied to prevent their
use in ML/TF. EDD measures should be applied, including authentication of documents
submitted by the customer upon establishment of the business relationship.
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Banks must refer to the Instructions on Modern Technology & E-Banking Risks, Circular
No.106/2008 of 11/9/2008.

Fis are required o have policies, procedures, systems and controls to prevent any
misuse of modern technologies or future technological developments for AMU/CFT
activities. Since use of new technologies for financial transactions are In practice at Fis,
they should also have policies and procedures to address specific risks associated with
non-face-to-face business relationships or transactions, where ever applicable to Fis.
These policies and procedures should be applied while establishing customer
relationships and also during on-going due diligence. Fls should also have in place

specific and effective due diligence procedures that can be applied to non-face-to-face

Customers,

Additional controls are required in respect of non-face-to-face customers, like Ensuring
that customer's identity is established by additional documents, applying
supplementary measures to verify the documents supplied, requiring eligible

introducers to certify the identification documents etc.

Fis permitting payment processing through on-line services should ensure that
monitoring should be the same as its other services and has a risk based methodology to
assess ML/FT risks of such services.

10.7. Private Banking Services
Drawing appropriate policies and analyzing the product risks, taking into consideration
the nature of those services. Factors may include:

A- Determine the purpose of the private banking service application.

B- Development of the business relationship between the bank and the custamer

to whom the service is offered.
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Fls should establish appropriate control systems that fit the size and nature of its
business in order to disclose any large and unusual transactions or unusual
patterns of transactions, provided that this includes the celling, type and size of
the transaction executed beyond the expected behavior, Ceilings should be
defined for both cash and non-cash transactions. An auditing system should be
equally established in order to test the efficiency of the applied procedures.
Control systems should be able to identify the following:

a. Transactions with unclear purpose or unjustified economic conditions.

b. Significant or large transactions inconsistent with the normal behavior of

the customer.

€. Unusual patterns of activities.
The Fl (according to its size) should observe the need to automatically monitor the
transactions, as part of the monitoring systems to spot unusual transactions.
Further, the infarmation obtained fram the originator remains with the transfer or
the related message through the payment chain.
The Fl should verify the unusual transactions spetted by the monitoring systems in
addition to examining the background and purpose of those transactions.
The Fi should observe the changing circumstances in the customer’s activities,
particularly the unusual and non-repetitive types of transactions,
The Fl should take into consideration that the transaction risks are higher when

the size, pattern or frequency of the transaction is not in conformity with the
customer’s activity,

This item should be applied on wire transfers exceading OR 5000 or equivalent in

foreign currencies, whether sent or received by the Fis. This item shall not be applied
under the following:



23 Regulstions on Antl-Money | aundering and
Cormbating Finamnsing of Terrorism
Far Financigl Instiutons

1. When a transaction is carried out using a credit or debit card, when the card
number accompanies all transfers flowing from the transactions and the card is
not used as a payment system to effect money transfer,

2. When a transfer is from one Fl to another Fl and the originator and recipient

are both Fls action on their own behalf.

12.1. Outgoing Transfers
The Fi should apply due diligence measures in terms of information ta be obtained from
the originator (full ariginator information) of outgoing transfers, including.-
A- Name of originator
B- "Account number or reference number in the absence of an account
C- 1D and passport number
D- Address
E

Information of the beneficiary (name, address, account number, if
any)

F- Purpose of the transfer
The Fi should verify all the information in accordance with the procedures and measures
stated herein, before making any transfer,
In case of batch transfer, the issuing Fi (as the case may be} should include the account
number or reference number of originator in the absence of any account in his name,
provided that:

A« The FI maintains complete information about the originator as

provided for above,

B- The Fl is capable of providing the receiving financial institution with
required information within three working days from the date of
recelving any application in this regard.

! In the event where the originator of the transfer does not bold a0 aceotunt at the bank, the
banks shall establish a system which gives the orginator a distinctive referenee number,
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C- The Fi is capable of responding immediately to any order issued by
the competent official authorities requesting access to  this
information.

The H should ensure that no non-routine transfers are sent within any batch transfer in

order that it might lead to increased ML/FT risks.

12.2. Incoming Transfers:

The H should draw up effective systems to detect any missing information related to the
originator (transfer applicant). The Fl should request the party originating the transfer
1o submit all missing information, and in the event where the originating party fails to
do so, the Fl should take appropriate actions based on the risk rating assessment,
including the refusal of the transfer. The FI should consider these circumstances when
evaluating the extent of suspicion about the transaction under reference and refer the
same to the Compliance Officer for consideration and judgment whether it is

appropriate or not to repaort it to the FIU.

13, Obligations of Intermediary FI

In the event where the Fl performs its role as intermediary Fi in the execution of the
transfer, (i.e. it is not the issuing or receiving Fl) the Fi should keep all the information
attached to the transfer.

If the Fi falls to obtain the information attached to the transfer (for technical reasons), it
should keep all the other information available, whether they are complete or not. If the
intermediary Fl receives incomplete Infarmation about the originator, it should inform

the receiving Fi of the missing information upon performance of the transfer,
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14. Prohibition on Tipping-off:

1. Fls must ensure that its afficers and employees are aware of the consequences
surrounding tipping off.

7. In case any Fis believes thal a customer may be tipped-off by CDD measures or
on-going monitoring, the Fl chould make a 5TR to FiU, without proceeding Lo
conduct due diligence measures of monitoring.

3 The Compliance Officer must make and maintain records o demonstrate the
grounds for his pelief that the COD or monitoring would have tipped-off the
customer.

4. Fls should have suitable measures to ensure that information relating to STRs Is
safeguarded and not disclosed to any person without the consent of the
Compliance Officer, except otherwise that to the Senior mManagement af Fis.

5. Such of the permission to disclose information about 5TRs should not constitute

tipping-off and Compliance Officer must maintain records to maintain the same

Ranks and financial institutions must demand from their branches and subsidiaries
operating abroad, to comply with the AML / CFT regulations, as much as the regulations
and laws of those countries permit, especially if these branches or subsidiaries are
operating in a particular country of jurisdiction that are materially deficient or
inadeguate in applying the FATE Recommendations. Fis should examine and pay special
attention to the transactions of entering into business relationships in the jurisdictions
ar countries that have deficient regulations on AML / CFT. The risk based monitoring to
transactions from such countries should be higher than normal, Fis should have in place
their own methods, policies and procedures to acquire relevant Information from

authoritative sources. Any suspicious activities emanating from these jurisdictions or

countries should be reported o FIU.
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Fis should have policy, systems and controls to satisfy the suitability of the employees

working in the area of AML/CFT, establish "fit & proper” criteria for screening the

employees in this area. Appropriate internal procedure should however must provide to

obtain and confirm references, confirm employment history and qualifications and seek

information on any criminal convictions etc, The Fl should also have appropriate training

schemes to update the staff, at regular intervals. Fls should have policies to regularly

review the screening procedures for these employees in order to ensure high standards

of AML / CFT implementation,

17. Reporting Procedures

1-

The Fl should draw up the procedures and controls to be observed by any
employee or manager in case of any suspicions raised about any transaction
or in case of reasonable circumstances to suspect that the funds are the
proceeds of a criminal or illicit act or any act that is associated with ML/TF
crimes. The procedures and controls should include the obligation to report
immediately to the Compliance Officer, in accordance with the approved
internal procedures, in addition to the disciplinary sanctions in case of any
unjustified failure to report the same to the Compliance Officer.

If the Compliance Officer finds that the execution of any transaction is linked
or may be linked to any crime or illicit act or to ML/TF offences, even if it is
related to taxation matters. then they must report such transaction
immediately to the FIU, in accordance with approved STR form.

The Compliance Officer should report attempts of carrying out suspicious
ML/FT transactions to the FIU, in accordance with the approved 5TR form.
The members of the board of directors, the managers and the employees are
prohibited from directly or indirectly disclosing, by any means, the reported
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suspicious transactions procedures or related information to customers or

beneficial owners.

18. Document and Record Keeping
Fis must keep and maintain all documents and records refated to the following atleast
for a period of fifteen years:

A- Regarding the accounts opened for natural persons or legal entities or ather

D-

banks and financial institutions, documents and records related 1o those
accounts should be kept for a period of fifteen years at least starting from
the date of closing the account.

Regarding the transactions executed for customers who do not hold any
account at the bank or financial institution ([occasional customers),
documents and records related to any transaction should be kept for a
period of fifteen years at least from the date of executing the transaction.
Regarding unusual and suspicious transactions, records should be kept for a
period of fifteen years at least or until a judgment, in case of any judicial
invalvement or final decision is rendered with regard to the transaction,
whichever is longer.

Regarding the training records, they are kept for 5 years.

Banks should update these data periodically and ensure that the judicial

authorities and competent authorities entrusted with the enforcement of

AML/CFT laws have timely access to these documents and records, as and when

necessany.

E = Retrieval of records — The records, rules and regulations relating to AML/CFT
should be able to be retrieved without undue delay,
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13. Training

The Fl should prepare and execute ongoing training programs for its
employees in order to raise their skills and experiences in the field of
AML/CFT, taking into consideration that the programs include clarifications
about the ML means, methods of discovering and reporting them, and
dealing with suspicious customers,

The aspects to be included for training should comprise of legal and
regulatory respansibilities and obligations, handling of criminal property and
terrorist financing, risk management technigues in understanding, managing
and application for AML/CFT, recognition of typologies of money laundering
and terrorist financing, reporting requirements, documentation processes for
COD and transaction records, record keeping and retrieval. The training of
the standards should be delivered and maintained to the bank’s overseas
branches and subsidiaries.

Training must be maintained and reviewed in order to ensure that the
knowledge, skills and abilities are maintained, informed of newer typologies,
trends etc.

The Senior Management of Fis must consider the outcome of the training at
regular intervals through review and take necessary and appropriate action

to remedy any of the identified deficiencies.

1- The FI should draw up appropriate systems covering the internal polices,

procedures and controls in order to comply with and to limit the exposure of
the Fls to financial crimes, Such policies and procedures should be approved
by the board of directors of the Fl or the peneral administration of the
foreign bank or the Senior Management and these should be revised and

updated on an annual basis and made available to QCB on request.
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Systems, controls and all assoclated policies and procedures should cover the
customer acceptance standards, the ongoing monitoring of high-risk
accounts, the employees training, and the procedures followed to sereen job
applications, to verify the qualification, reputation and criminal background
of the applicants.

Aud

The internal auditing function should review the effectiveness of the
procedures and control systems applied in respect of AML/CFT on an annual
basis, by the Fis far their branches and affiliates inside and outside Qatar. All
appropriate actions should be taken to fill any gap or update and develop the
said procedures and systems to ensure thelr effectiveness and adequacy.

The external auditor should, among other functions, ensure that the Fls
applies the regulations herein and verify the adequacy of the policies and
procedures applied by the Fis in this regard. It should also include the results
of such review in the management letter and inform QCB immediately of any

major violation of these regulations

22, Patterns of Suspicious Transactions
ML Stages: Money laundering occurs in three stages:

Placement: refers to the attempt to place funds derived from illicit activities into
the Fis,

Layering: refers to the creation of complex networks of financial and banking

transactions in an attempt to obscure the link between the funds and the

criminal sources.

Integration: refers to the return of funds to the legitimate economy where it

becomes difficult to differentiate them from other legitimate funds.

1=

lons:

It is performed through the following methods:
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1. Large unusual cash deposits by individuals or companies

2. Large increase in the cash deposits of individuals or companies without
clear justifications, especially If those deposits were transferred immediately
after being deposited in the account of a party who is not connected to the
customer.

3. Depositing cash through multiple deposit coupons, in such a manner that
each deposit operation Is performed separately in small amounts so not 1o
draw attention of authorities, but when calculated together the total
depasits would reflect a huge amount.

4, Constant deposit operations through cheques, transfers or marketable
instruments.

5. Attempts to replace smaller denomination currency notes with higher
denamination currency notes.

6. Branches showing cash transactions that exceed the usual limits, in
relation to their usual positions’ statistics

7. Large cash depasits through electronic deposit systems, to avoid any direct
contact with the officers of the banking and financial institutions,

Money Laundering through Banking Accounts

Such transactions would be usually undertaken as under:

1. Customers wishing to maintain a number of regular accounts and trust
fund accounts while depositing large amounts of cash money In each of
them, and the nature of their activity does not correspond to the size of
amounts deposited.

2, Cash settlement between external payments (payment orders, transfers)
and the customer's balances on the same or previous day.

3. Deposit of cheques in large amounts by third parties endorsed in favor of
the customer.
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4. Large cash withdrawals from an account that was previously inactive, or
from an account which was fed with unusual large amounts from outside
5. Multiple deposits by a large number of individuals into one account,

without any clear explanations or clarifications.

it would as follows:

1. Loan/deposit transactions with subsidiaries or affiliates of Fis lacated or
operating in areas known to be affected by ML/drug trafficking etc,

2. Applications submitted by customers for purchase or sell Investments or
services (whether foreign currencies or finandial instruments) with obscure
source of funds, or sources that do not correspond with their apparent
activity,

3. Large cash settlements for purchase or sale operations of securities.

It may be represented in the following forms:

1. Customer introduced to the bank by an external financial institutions
located in a country known to be affected by criminal drugs production and
trafficking.

2. Customers paying [recelving regular large amounts in cash or by fax or
telex transfer, without any indications to the legitimate sources of thase
funds, or customers connected to countries known to be affected by drugs
production or trafficking or in relation to the prohibited terrorist
organizations, or countries offering opportunities for tax evasion.

3. Incoming or outgoing transfer operations executed by a customer without

using any of his accounts at any bank.
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4. Constant and regular withdrawal/deposit of cheques issued in foreign

currencies or travel cheques into the account of the custamer.,

23. Sanctions:
Without prejudice to any other more severe sanction stipulated in any other law, the

sanctions provided for under the Law No. 33 of 2006 on Qatar Central Bank would be
applied to for violating any of the aforementioned regulations.

The present regulations will come into force as on the date of issue and all other
regulations on AML/CFT for financial institutions are cancelled.



